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CENTER FOR HUMAN RIGHTS AND GLOBAL JUSTICE 

 
DATA STRING ANALYSIS  

SUBMITTED AS EVIDENCE OF POLISH INVOLVEMENT IN  
U.S. EXTRAORDINARY RENDITION AND SECRET DETENTION PROGRAM 

 
 
PART ONE: INTRODUCTION TO METHODOLOGY AND SUMMARY OF FINDINGS 
  

In 2002, CHRGJ was established to bring together New York University School of Law’s advocacy, 
clinical, teaching, research, internship, and publishing activities on issues of international human rights law.  
Since its inception the Center has played a critical role in defending human rights in the U.S. “War on 
Terror.” In particular, the Center has developed a recognized expertise in investigating, revealing, and 
challenging the illegal and abusive practices of extraordinary rendition and secret detention. 
 

The Center, partnering with human rights and intergovernmental organizations, has engaged in factual 
research to unearth information about the existence and operation of Central Intelligence Agency (“CIA”) 
“black sites” in Poland.  This work has been undertaken in conjunction with its representation of two of its 
clients—both Yemeni nationals, Mr. Mohamed Farag Ahmed Bashmilah and Mr. Mohammed Abduallah 
Saleh al-Asad—who were detained in CIA “black sites” in unknown locations until 2005 and whom we have 
represented since 2006.   
 

To advance CHRGJ’s investigatory work, the Center negotiated and secured an agreement with the 
inquiry of Senator Dick Marty, the Parliamentary Assembly of the Council of Europe Rapporteur on Alleged 
Secret Detentions and Unlawful Inter-State Transfers of Detainees (“the Marty Inquiry”) under which 
particular sets of aeronautical data strings obtained by the Marty Inquiry could be made available to the Center 
and shared publicly.  Data strings are exchanges of messages or digital data between different entities (including 
aviation service providers, Air Navigation Services authorities, airport authorities and government agencies) 
around the world on the Aeronautical Fixed Telelcommunciation Network (“AFTN”) or the Socíeté 
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Internationale Télécommunique Aéronautique (“SITA”) Network.1  Data strings record all communications 
filed in relation to particular aircrafts’ flight plans and movements.2   

 
Based on a detailed analysis of data strings obtained from the Marty Inquiry and of publicly available 

information—including documentation released by the Polish Air Navigation Services Agency (“PANSA”) to 
the Helsinki Foundation for Human Rights (“HFHR”) in response to a Freedom of Information request filed 
under the Statute on Access to Public Information—the Center has been able to assemble information 
regarding the following in relation to a specific set of flights: 
 

 Who planned the flights, through what medium, and in collaboration with whom; 
 To whom and to what extent information about these flights was communicated through the 

AFTN or the SITA Network; 
 What permissions were granted for the flights, by whom, and in what form; 
 Where the aircraft landed and took off, and which different regions of international airspace the 

aircraft traversed, at what precise times; and 
 The number of persons on board as declared in the flight plan. 
 
In combination with corroborating information such as detainee accounts, eyewitness testimony, 

documentary evidence, and other sources, the data string analysis can also provide insight into—but not 
conclusively determine—the time frame within which secret detention facilities were operational and the 
possible location of secret detention facilities.  When combined with other evidence, data string analysis can 
also suggest where a particular detainee was held during a particular time and identify what flight a particular 
detainee was on when being transported to, from, or between detention facilities.  The data string analysis 
does not, however, conclusively show the purpose of the underlying flights.  While data string analysis may 
suggest that a particular flight was likely used in a rendition, it cannot reveal whether that flight was 
transporting CIA personnel, resupplying CIA outposts, transporting prisoners, or something else.  
Additionally, data string analysis alone cannot provide information regarding which specific detainees were on 
which flights, nor can it conclusively pinpoint the exact locations of detention facilities. 
 
 Through the work of a technical consultant, the Center has translated various available sets of the data 
strings received from the Marty Inquiry with the view to identifying and analyzing particular flight circuits 
believed to represent CIA “rendition circuits.”  As part of this analysis CHRGJ has analyzed flights believed 
to have been used to: 
 
 Transfer detainees into, between, and out of secret detention facilities; 
 Service (i.e. contribute to the core operations of) secret detention facilities; and  
 Transfer CIA interrogators, contractors, or auxiliary staff—such as interpreters, physicians, or security 

personnel—to or from “black sites.” 
 
 In this submission, CHRGJ includes information pertaining to two different flight circuits believed to 
represent CIA “rendition circuits”—one taking place from June 3-7, 2003 and the other September 20-23, 
2003.  These flight circuits include landings in and overflights through Polish territory.  The data string 
communications demonstrate that the Polish Government granted licenses and overflight permissions to 
facilitate these CIA rendition flights.  The data string analysis also reveals conclusively that Jeppesen 
International Trip Planning (hereinafter “Jeppesen”) provided the key travel planning services for these two 
flight circuits.   
 
                                                        
1 See Report, Council of Europe Parliamentary Assembly, Committee on Legal Affairs and Human Rights, Secret Detentions and 
Illegal Transfers of Detainees Involving Council of Europe Member States: Second Report, Explanatory Memorandum, Rapporteur 
Dick Marty, Doc. 11302 rev., June 11, 2007 [hereinafter “Marty Report”], at n. 156.  
 
2 Id.  
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When Jeppesen files flight plans in the Integrated Initial Flight Plan Processing System (“IFPS”), they 
are identified in the data strings by the company’s unique “originator address,” which is “KSFOXLDI.”  The 
data string analysis reveals that the company with this unique originator address planned both the June 3-7, 
2003 and the September 20-23, 2003 flight circuits. 

 
Jeppesen is the travel service of Jeppesen Dataplan, an aviation services provider that is a subsidiary of 

Boeing based in San Jose, California.  Jeppesen’s role in the U.S. extraordinary rendition program has been 
reported publicly, and is the subject of ongoing litigation in the United States and the United Kingdom.3  
Given Jeppesen’s involvement in the extraordinary rendition program, the fact that Jeppesen planned the 
flight circuits discussed in this submission is significant because it increases the likelihood that these circuits 
involved renditions. 
 

The data string analysis reveals that Jeppesen filed flight plans for both of the flight circuits discussed 
in this submission in a manner that indicates that the planes were acting under special status as state or 
diplomatic aircraft.  The flight plans for the first and last component routes of the June 3-7, 2003 circuit—i.e. 
departing from and returning to Washington, D.C.—were filed with the annotation: “DEPARTMENT OF 
STATE SUPPORT.”  The flight plans for the four other component routes of this circuit—i.e. all those 
routes that did not involve either a departure from or landing in the United States—featured two equally 
important special status, or “STS,” designations.  By invoking the first of these designations—“STS/AFTM 
EXEMPT APPROVED”—Jeppesen sought to exempt the aircraft from having to adhere to the normal rules 
of air traffic flow management (“ATFM”); the aircraft would not, for example, have to wait at airports for 
approved departure slots to become open.  By invoking the second of these designations—“STS/STATE”—
Jeppesen went to the extent of claiming an official status for the plane as a diplomatic or state aircraft, only 
one notch below the aircraft that carry Heads of State [STS/HEAD].  For each leg of the September 20-23, 
2003 circuit, Jeppesen’s original flight plans featured the same “STS/STATE” designation.   

 
The use of these designations during both the June and September circuits confirms that the special 

status of the aircraft was known and authorized by the U.S. Government and the “host” states, including 
Poland, through which the aircraft traveled.  Such special status exemptions in their invocation alone 
demonstrate collaborative planning on the part of the states whose territory or airspace is being traversed, 
because, according to Eurocontrol’s “IFPS Users Manual,” they are only granted when “specifically 
authorized by the relevant national authority”4 whose territory is being traversed.   
 

In addition, the data string analysis reveals discrepancies in the flight plans for the flight circuits under 
review here.  Flight circuit plans include information about a particular flight’s airport of departure and airport 
of destination.  For the two flight circuits under review in this submission, the discrepancies in the data 
strings indicate that “dummy” flight plans were filed.  “Dummy” flight plans occur when false airports of 
destination and/or departure are filed to conceal the actual points of destination and/or departure.  
“Dummy” flight plans may be used to conceal detainee transfers and highlight the irregular nature of the 
flights under review herein.  Under the circumstances discussed below, the use of “dummy” flight plans also 
makes clear that the Polish authorities were aware of the irregular nature of the flights and acquiesced or 
facilitated them nonetheless.  For the circuits under review herein, “dummy” flight plans were filed only for 
Poland and Romania, where secret detention facilities are likely to have existed, while other destinations were 
openly declared.  For the June circuit, “dummy” flight plans were filed to conceal the fact that the aircraft 

                                                        
3 See Mohamed et al. v. Jeppesen Dataplan, Inc., No. 5:07-cv-02798 (N.D.Cal.); Mohamed et al. v. Jeppesen UK Limited, Claim No. 
HQ08X02800 (Q.B.). 
 
4 For example, on the “AFTMEXEMPTAPPROVED” status, see Marty Report, supra  note 1, at n. 166 (“This exemption designator 
shall only be used with the proper authority. Any wrongful use of this designator to avoid flow restriction shall be regarded by the relevant states as a serious 
breach of procedure and shall be dealt with accordingly.”) (quoting Eurocontrol, User Relations and Development Bureau, IFPS Users 
Manual (Ed. 11.2 2007) [hereinafter “Eurocontrol IFPS Users Manual”], at Section 54, “STS/AFTMEXEMPTAPPROVED 
Indicator,” p. 54-1) (emphasis added).  
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actually landed in Szymany (not Warsaw), as confirmed in the Marty report and the PANSA documents 
released to HFHR.  For the September circuit, “dummy” flight plans were filed to conceal the plane’s actual 
destination in Romania, while its destination in Poland (Szymany) was openly declared.  The data string 
analysis of the September circuit also reveals that Romanian national aviation authorities assumed a planning 
role that was noticeably more proactive than the planning roles generally taken by states in flight circuit 
planning.  
 

In sum, examination of the data strings pertaining to the two flight circuits discussed below in 
conjunction with information available on the public record supports the finding that the United States used 
Poland as a transit point for several clandestine flights during 2003, that Polish authorities were aware of the 
clandestine nature of these flights, and that they facilitated them nonetheless, in contravention of international 
aviation regulations.  The data string analysis may also corroborate detainee accounts that they were held in 
Poland5 as well as other evidence of the existence of a U.S. secret detention facility on Polish territory.   

 
PART TWO: ANALYSIS OF DATA STRINGS 
  

The following analysis is divided into two parts.  Part A analyzes the flight circuit of aircraft N379P 
from June 3-7, 2003.  Part B analyzes the flight circuit of aircraft N313P from September 20-23, 2003.  
Jeppesen provided the flight logistics for both of the circuits analyzed.  
 
A. ANALYSIS OF DATA STRINGS RELATED TO THE FLIGHT CIRCUIT OF N379P, JUNE 3-7, 2003 
 

Flight records drawn from the database compiled by Council of Europe (“CoE”) Rapporteur Dick 
Marty show that a Gulfstream V aircraft, registered with the U.S. Federal Aviation Administration as N379P, 
embarked from Dulles Airport in Washington, D.C. on Tuesday June 3, 2003 at 23h33m GMT and 
undertook a four-day flight circuit, during which it landed in and departed from six different foreign 
countries. 
 

These six countries, in the order in which the aircraft landed there, were: Germany, Uzbekistan, 
Afghanistan, Poland, Morocco and Portugal.  The aircraft returned from Portugal to the United States and 
landed back at Dulles Airport in Washington, D.C. on Saturday June 7, 2003. 
 

CHRGJ has evaluated the available data strings for each of the six individual component routes flown 
by N379P during this circuit.  
 

I. Who planned the flights, through what medium and in collaboration with whom 
 

To a great extent, CHRGJ’s analysis reveals that these flights conformed to the most typical attributes 
of a CIA rendition circuit.  First, the familiar travel service provider, responsible for the overall itinerary, route 
and technical provisions for the aircraft, was Jeppesen.  Jeppesen filed a total of eight messages via the AFTN 
to the movements of N379P in the period from June 3-7, 2003, including seven separate flight plans and one 
cancellation.   

    
Second, the aircraft traveled the entire circuit under various forms of exemption and special status, 

which indicate that the flights were planned and executed with the full collaboration of the United States 
Government and the “host” states through which the aircraft traveled.  In departing from and landing in the 

                                                        
5 See, e.g., International Committee of the Red Cross, Report on the Treatment of Fourteen “High Value Detainees” In CIA 
Custody [hereinafter “ICRC Report”], 31-37 (Feb. 14, 2007), available at, 
http://www.humansecuritygateway.com/documents/ICRC_Report_TreatmentOfFourteenHighValueDetainees_CIACustody.pdf 
(stating that Khaled Shaik Mohammed communicated to the ICRC that he believed he was transferred from a detention facility he 
thought was in Poland on September 22, 2003). 
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United States, N379P’s flight plans were filed with the annotation “Department of State Support.”  For all 
other component routes of this circuit (i.e. those routes that did not involve a departure from or a landing in 
the United States), N379P’s flight plans were designated “STS/ ATFM EXEMPT APPROVED” or 
“STS/STATE.”6  As indicated above, such special status exemptions in their invocation alone demonstrate 
collaborative planning on the part of the states whose territory or airspace is being traversed, because they are 
only granted when specifically authorized by the national authority whose territory is being used.    
 

In each instance that Jeppesen invoked a special status designation for the aircraft N379P, the IFPS 
operator responded by formally recognizing the designation—first, through inclusion of the relevant portions 
of the flight plan in copies to other authorities via the AFTN, and second, through acceptance of the flight 
plans in question. 
 

II. To whom and to what extent information about these flights was communicated through the 
Aeronautical Fixed Telecommunications Network or the Société Internationale 
Télécommunique Aéronautique Network 

 
 All of the communications CHRGJ has found relating to the flight circuit of N379P in this period 
were exchanged over the AFTN network.  Using this medium, the IFPS operator notified multiple national 
aviation authorities responsible for the component routes planned by Jeppesen for this circuit, by sending a 
copy of the respective flight plan(s). 
 

 The information filed in relation to the Kabul, Afghanistan to Poland component route of the circuit 
is an example of the systematic disguise of CIA flights into Poland, involving both American and Polish 
collaborators, as uncovered by CoE Rapporteur Marty in his 2007 report.7  Rapporteur Marty concluded that 
several flights, including N379P’s flight into Poland on June 5, 2003, landed at Szymany Airport in northern 
Poland notwithstanding the filing of flight plans that indicated the landing was to be in Warsaw.8  The fact 
that Szymany was the actual destination has been corroborated by documentation released by PANSA to 
HFHR in response to a Freedom of Information request filed under the Statute on Access to Public 
Information.9  This newly released documentation confirms that PANSA navigated N379P into Szymany on 
June 5, 2003 despite all relevant flight plans having named Warsaw as the airport of destination.  This 
indicates that Jeppesen filed “dummy” flight plans for the Poland portion of the June circuit, designed to 
obscure the fact that the plane actually went to Szymany.  The fact that PANSA accepted Jeppesen’s flight 
plan naming Warsaw, yet nevertheless navigated the plane to Szymany, demonstrates that once N379P arrived 
in Polish airspace, Polish authorities did not require it to comply with international aviation regulations by 
filing a correct flight plan naming Szymany as the plane’s actual point of destination and subsequent 
departure.  PANSA officials therefore collaborated with Jeppesen (and, by extension, with Jeppesen’s client, 
the CIA) by accepting the task of navigating this disguised flight into Szymany without adhering to 
international flight planning regulations. 

 
CHRGJ’s analysis of the data strings reveals that the actual destination of the flight did not feature in 

any single communication between Jeppesen, PANSA, and the operators of the IFPS.  Instead, at 04h59m32s 
GMT on June 5, 2003, Jeppesen filed a flight plan for the “dummy” route from Kabul to Warsaw, which was 
accepted at 04h59m37s GMT by the IFPS operator and copied to the Polish Area Control Centre. 

 
                                                        
6 See Marty Report, supra note 1, at n. 165 (“STS designators are very strictly limited, because once granted they allow deviations 
from planned routes and other important exemptions.”) (citing Eurocontrol IFPS Users Manual, at Section 50, “Special Status 
Flights (STS)”, p. 50-1).  
 
7 See id. at ¶¶181-82. 
 
8 Id. at ¶¶ 180-82. 
 
9 See Annex III. 
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Later the same day, the IFPS operator twice copied the Kabul-Warsaw flight plan to additional Polish 
authorities, including the Warsaw-based navigation agency and the Air Traffic Control Tower at Warsaw 
Airport.  The “dummy” flight plan was disseminated to other national aviation authorities, who were 
therefore also misled about the plane’s actual destination. 
 

According to CHRGJ’s analysis, no entity on the AFTN network received notice of the actual 
destination of the aircraft N379P upon its departure from Kabul.  Hence N379P touched down secretly in 
Szymany—not Warsaw—at 01h00m local time on June 5, 2003,10 and stayed on the runway for over two 
hours while the rest of the aviation monitoring community, including Eurocontrol, mistakenly had recorded a 
stopover in Warsaw. 
 

In normal circumstances, there would have had to exist a record of an in-flight change of plan for the 
aircraft to land at Szymany, or a new filing of an onward flight plan from Szymany; but, due to the invocation 
of “ATFM EXEMPT APPROVED” special status, N379P was not required to adhere to these carefully 
conceived air traffic management protocols. 
 

The cover-up then continued with the filing of the flight plan for the next route of the circuit, this 
time with a false airport of departure in Poland.  At 05h00m37s GMT, just one minute after the IFPS 
operator had accepted the Kabul-Warsaw “dummy” plan—and over seventeen hours before the aircraft’s 
scheduled landing in Poland—Jeppesen filed a flight plan for N379P to fly from Warsaw to Rabat, Morocco.  
Once again, the message was copied only to the Polish Area Control Centre before being accepted by the 
IFPS operator.  At 17h04m42s GMT on June 5, 2003, Jeppesen cancelled its first Warsaw-Rabat plan; but six 
seconds later, 17h04m48s GMT Jeppesen filed a second, apparently identical plan.  Both of these “dummy” 
flight plans were subsequently circulated to multiple other national aviation authorities, who were therefore 
also misled as to N379P’s actual point of departure in Poland. 
 

III. What permissions were granted for the flights, by whom and in what form 
 

National aviation authorities routinely grant permits for flights to use their airspace or land in their 
territory, generally upon the specific request of the flight planner.  In this case, Jeppesen was granted such 
routine permits by multiple national authorities. 

   
For the route from Kabul, Afghanistan to Szymany, Poland—for which Jeppesen had declared 

Warsaw as its airport of destination in its flight plan—Jeppesen invoked overflight permits from four 
countries, as well as a landing permit for its declared destination.  These permits appeared in the data strings 
and were accepted by the IFPS operator in the following abbreviated form: “WARSAW PMT NDW 7113 
113/03.”  The data strings indicate that the request for permission to land in Poland was specific to the 
Warsaw Airport.  CHRGJ’s analysis of the data strings and the PANSA documents obtained by HFHR reveal 
that Polish officials knowingly issued a permit for Warsaw, despite the fact that they knew that the aircraft 
was actually going to land in Szymany. 
 

 
B. ANALYSIS OF DATA STRINGS RELATED TO THE FLIGHT CIRCUIT OF N313P, SEPTEMBER 20-23. 

2003 
 

Flight records drawn from the database compiled by CoE Rapporteur Dick Marty show that a Boeing 
737 aircraft, registered with the U.S. Federal Aviation Administration as N313P, embarked from Dulles 
Airport in Washington, D.C. on Saturday September 20, 2003 at 22h02m GMT and undertook a four-day 
flight circuit, during which it landed in and departed from six different foreign countries, as well as the U.S. 
naval installation at Guantanamo Bay, Cuba. 

                                                        
10 Marty Report, supra note 1, at ¶¶ 180-82. 
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 These six countries, in the order in which the aircraft landed there, were: the Czech Republic, 
Uzbekistan, Afghanistan, Poland, Romania, and Morocco.  The aircraft flew from Rabat, Morocco to 
Guantanamo Bay on the night of Tuesday September 23, 2003, landing in the morning of Wednesday 
September 24, 2003. 
 

I. Who planned the flights, through what medium and in collaboration with whom 
 
 The key travel planning services for N313P’s September 20-23, 2003 circuit were carried out by 
Jeppesen.  For the period of September 20-23, 2003, CHRGJ has traced a total of twenty messages filed by 
Jeppesen via the AFTN relating to the movements of the aircraft N313P.  These twenty messages comprised 
eight separate flight plans and two cancellations—all ten of which were filed in duplicate. 
 
 However, it should also be noted that at least six further messages originating from Jeppesen, time-
stamped between 22h50m GMT and 23h57m GMT on the night of September 21, 2003, are missing from the 
recorded inputs on the available data strings from the input-manager’s files for that date.  These messages 
may have been deleted in an attempt to cover up the flight’s movements.  However, by analyzing various 
responses to these missing inputs in the output-manager’s files, CHRGJ has discovered copies of many of 
these entries through its analysis of the data strings and is thus able to reconstruct the flight plans for the 
routes from Kabul to Szymany, Szymany to Constanta, and Constanta to Rabat.  By identifying Jeppesen’s 
originator address in the data strings, CHRGJ has found that Jeppesen filed flight plans for the routes from 
Kabul, Afghanistan to Szymany, Poland; Szymany to Constanta, Romania; and Constanta to Rabat, Morocco. 
 

Just as with N379P’s flight circuit involving Poland in June 2003, on all six of the routes analyzed, 
Jeppesen’s original flight plans for the aircraft N313P featured a very important special status, or STS, 
designation that is supposed to be used only in strictly limited circumstances: “STS/STATE.”  In each 
instance that Jeppesen invoked a special status designation for the aircraft N313P, the IFPS operator 
responded by formally recognizing the designation—first, through inclusion of the relevant portions of the 
flight plan in copies to other authorities via the AFTN, and second, through acceptance of the flight plans in 
question.  As indicated above, such special status exemptions in their invocation alone demonstrate 
collaborative planning on the part of the states whose territory or airspace is being traversed, because they are 
only granted when specifically authorized by the national authority whose territory is being used.  
 

II. To whom and to what extent information about these flights was communicated through the 
Aeronautical Fixed Telecommunications Network or the Société Internationale 
Télécommunique Aéronautique Network 

 
 All of the communications CHRGJ has found relating to the flight circuit of N313P during this 
period were exchanged over the AFTN network.  Using this medium, the IFPS operator notified multiple 
national aviation authorities responsible for the component routes planned by Jeppesen for this circuit, by 
sending a copy of the respective flight plan(s).   
 
 It is noteworthy that Jeppesen does not appear to have filed any “dummy” flight plans for the flight 
from Kabul, Afghanistan to Szymany, Poland.  Documentation released by PANSA to HFHR in response to 
a Freedom of Information request filed under the Statute on Access to Public Information reveals that 
Jeppesen originally requested a landing permit for Warsaw, then cancelled its request, and finally requested—
and was issued—a landing permit for Szymany itself.11  Thus, the listed destination of the flight corresponds 
with what we know to be the actual destination—Szymany Airport in northern Poland.  Against a background 
of the systematic disguise of CIA flights into Poland, involving both American and Polish collaborators, as 

                                                        
11 See Annex III. 
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uncovered by CoE Rapporteur Marty in his 2007 report,12 such an honest filing is rare.  This instance, the 
only undisguised landing of the aircraft N313P at Szymany, is unique precisely because there was not 
ultimately an effort to disguise the flight into Poland, but rather only the flight out of Poland to the onward 
destination of Romania.  In addition, CHRGJ notes that the only recipient of a copy of the Kabul-Szymany 
flight plan was the Area Control Centre for Polish Airspace, whereas the flight planner typically requests that 
IFPS send flight plans to all countries whose territory will be traversed.   
 
 One of the most significant features of this flight circuit is the route from Szymany, Poland to 
Romania.  CHRGJ’s analysis of the data strings reveals that a “dummy” flight plan was filed for this leg of the 
circuit.  Significantly, Romanian officials filed a flight plan indicating that N313P’s destination was Bucharest 
while Jeppesen filed flight plans which indicated that N313P’s destination was Constanta.  This suggests that 
either the Romanian officials or Jeppesen were attempting to disguise N313P’s actual destination.  As 
discussed above, “dummy” flight plans may be used to disguise detainee transfers.  The use of “dummy” 
flight plans for the Romanian portion of this circuit may therefore indicate the transfer of at least one 
detainee into Romania at this time.  Information available on the public record appears to corroborate this 
theory.13 The plan was initially copied only to the Area Control Centre for Polish Airspace but the next 
morning the IFPS operator sent it to six entities in Ukraine, along with Jeppesen and Szymany local 
authorities. 
 

For the flight from Romania to Morocco, CHRGJ has considered two sets of messages: on the one 
hand, relating to Jeppesen’s flight plan from Constanta to Rabat; on the other hand, relating to the Romanians’ 
flight plan from Bucharest to Rabat.  The Jeppesen plan was copied in a succession of separate messages to 
other national aviation authorities in Italy, Spain, France, Croatia, Romania, and Serbia.  The Romanians’ 
flight plan was copied – albeit after the aircraft had taken off – to authorities in the same countries, plus 
Morocco.  As discussed above, the filing of false flight plans into and out of Romania may indicate detainee 
transfers into and/or out of Romania. 
 
 The final route on this circuit for which data strings are available, from Rabat to Guantanamo, was 
planned by Jeppesen with collaborative input from two sets of Moroccan authorities.   
 

III. What permissions were granted for the flights, by whom and in what form 
 

 As indicated above, in the course of filing flight plans, national aviation authorities routinely grant 
permits for flights to use their airspace or land in their territory, generally upon the specific request of the 
flight planner.  In this case, Jeppesen was granted such routine permits by multiple national authorities. 
 

For the route from Kabul, Afghanistan to Szymany, Poland, Jeppesen invoked overflight permits 
from four countries, as well as a landing permit for its country of destination.  These permits appeared in the 
data strings.  The Poland landing permit was accepted by the IFPS operator in the following abbreviated 
form: “POLAND LANDING PMT DWLOP 842/03.”  The landing permit recorded in the data strings 
indicates permission to land in Poland, but does not specify a particular airport.  The PANSA documents 
located by HFHR clarify that Jeppesen initially filed a request for landing at the Warsaw airport, then 
cancelled that first request, and filed a second request for permission to land at Szymany. 
 
 
 
 

                                                        
12 See Marty Report, supra note 1, at ¶¶ 181 & 182. 
 
13 See ICRC Report, supra note 5, at 31-37 (stating that Khaled Shaik Mohammed communicated to the ICRC that he believed he 
was transferred from a detention facility he thought was in Poland on September 22, 2003). 
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CONCLUSION 
 
 In conclusion, CHRGJ’s examination of the data strings pertaining to the two flight circuits discussed 
in this submission, in conjunction with information available on the public record, supports the finding that 
the United States used Poland as a transit point for several clandestine flights during 2003, that Polish 
authorities were aware of the clandestine nature of these flights, and that they facilitated them nonetheless, in 
contravention of international aviation regulations. 
 
 As described in this submission, analysis of data strings and other information available on the public 
record and through sources such as PANSA can be used to identify flights that appear to be part of the U.S. 
government’s secret detention and extraordinary rendition programs.  Identifying characteristics of such 
flights include factors associated with the two flight circuits under review in this submission, such as the 
involvement of Jeppesen in the flight-planning, the invocation of special status that indicates that the plane is 
travelling with government authorization, and inconsistencies in the data strings created by the filing of 
“dummy” flight plans to obscure the plane’s actual point of destination and/or departure.  CHRGJ hopes 
that further investigation can build upon the methodology and findings used in this submission to further 
elucidate the facts surrounding the U.S. extraordinary rendition and secret detention program. 
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ANNEX I 
 

N379P: 3-7 June 2003 Flight Circuit 
 

CHRGJ has condensed all the information on departure, destination, route and timing from our analysis of the 
relevant data strings into the tabular format below.  For each of the six individual component routes analyzed, 
this table lists the date(s) of the flight, departure and arrival places and times, the regions of international airspace 
traversed and an approximate number of minutes of overflight time: 
 
 

 (i) 3-4 June 2003:   Washington, D.C. to Frankfurt, Germany 
 depart 23h22m GMT  arrive 06h42m GMT 

 
Flight duration = 7h20m 

 
Airspace Region   Responsible state  Duration of overflight 

 
o D.C. / NEW YORK FIR  United States   Approx. 0h27m 
o BOSTON FIR   United States   Approx. 0h32m 
o NEW YORK (OCEANIC) FIR United States   Approx. 0h34m 
o CARAC / Transatlantic  N/A: international waters Approx. 0h47m 
o GANDER (OCEANIC) FIR Canada    Approx. 1h37m 
o SHANWICK OCEANIC FIR United Kingdom  Approx. 1h06m 
o SHANNON UIR   Ireland    Approx. 0h31m 
o LONDON UIR   United Kingdom  Approx. 0h20m 
o FRANCE UIR   France    Approx. 0h49m 
o BRUSSELS UIR   Belgium   Approx. 0h04m 
o RHEIN UIR   Germany   Approx. 0h33m 

 
 (ii)  4 June 2003:   Frankfurt  to Tashkent, Uzbekistan 

 depart 08h33m GMT  arrive 13h55m GMT 
 

Flight duration = 5h22m 
 

Airspace Region   Responsible state  Duration of overflight 
 

o RHEIN UIR   Germany   Approx. 0h21m 
o PRAHA FIR   Czech Republic  Approx. 0h16m 
o WARSZAWA FIR   Poland    Approx. 0h40m 
o MINSK UIR   Belarus    Approx. 0h31m 
o KYIV FIR    Ukraine   Approx. 0h20m 
o KHARKIV FIR   Ukraine   Approx. 0h31m 
o ROSTOV-NA-DONU FIR  Russia    Approx. 0h18m 
o VOLGOGRAD FIR  Russia    Approx. 0h12m 
o ASTRAKHAN FIR   Russia    Approx. 0h24m 
o AKTUA FIR   Kazakhstan   Approx. 0h35m 
o NUKUS FIR   Turkmenistan   Approx. 0h40m 
o SHYMKENT FIR   Kazakhstan   Approx. 0h14m 
o TASHKENT FIR   Uzbekistan   Approx. 0h20m 

 
(iii) 5 June 2003:   Kabul, Afghn.  to Szymany, Poland 

 depart 17h15m GMT  arrive 23h00m GMT 
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Flight duration = 5h45m 

 
Airspace Region   Responsible state  Duration of overflight 

 
o KABUL FIR   Afghanistan   Approx. 0h27m 
o SAMARKAND FIR  Uzbekistan   Approx. 0h40m 
o NUKUS FIR   Turkmenistan   Approx. 0h45m 
o AKTUA FIR   Kazakhstan   Approx. 0h40m 
o ASTRAKHAN FIR   Russia    Approx. 0h25m 
o VOLGOGRAD FIR  Russia    Approx. 0h15m 
o ROSTOV-NA-DONU FIR  Russia    Approx. 0h19m 
o KHARKIV FIR   Ukraine   Approx. 0h36m 
o KYIV FIR    Ukraine   Approx. 0h22m 
o MINSK UIR   Belarus    Approx. 0h31m 
o WARSZAWA FIR   Poland    Approx. 0h45m* 

 
* N.B. it is impossible to determine actual time in Polish airspace as the landing point was disguised 

 
(iv) 6 June 2003:   Szymany  to Rabat, Morocco 

 depart 01h15m GMT  arrive 04h39m GMT 
 

Flight duration = 3h24m 
 

Airspace Region   Responsible state  Duration of overflight 
 

o WARSZAWA FIR   Poland    Approx. 0h35m* 
* N.B. it is impossible to determine actual time in Polish airspace as the landing point was disguised 

o PRAHA FIR   Czech Republic  Approx. 0h14m 
o RHEIN UIR   Germany   Approx. 0h31m 
o SWITZERLAND UIR  Switzerland   Approx. 0h14m 
o FRANCE UIR   France    Approx. 0h34m 
o BARCELONA UIR  Spain    Approx. 0h39m 
o MADRID UIR   Spain    Approx. 0h33m 
o CASABLANCA FIR  Morocco   Approx. 0h21m 

 
 (v) 6 June 2003:   Rabat   to Porto, Portugal 

 depart 05h30m GMT  arrive 06h45m GMT 
 

Flight duration = 1h15m 
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Airspace Region   Responsible state  Duration of overflight 

 
o CASABLANCA FIR  Morocco   Approx. 0h29m 
o LISBOA UIR   Portugal   Approx. 0h46m 

 
 (vi) 7 June 2003:   Porto   to Washington, D.C. 

 depart 09h07m GMT  arrive 16h26m GMT 
 

Flight duration = 7h19m 
 

Airspace Region   Responsible state  Duration of overflight 
 

o LISBOA UIR   Portugal   Approx. 0h09m 
o MADRID UIR   Spain    Approx. 0h37m 
o SHANWICK OCEANIC FIR United Kingdom  Approx. 0h39m 
o GANDER OCEANIC FIR  Canada    Approx. 1h36m 
o “AIR DEFENSE IDENTIFICATION ZONE” (US Mil, D.C.)14 Approx. 0h15m 
o GANDER OCEANIC FIR  Canada    Approx. 0h49m 
o MONTREAL FIR   Canada    Approx. 0h07m 
o MONCTON FIR   Canada    Approx. 0h36m 
o BOSTON FIR   United States   Approx. 0h55m 
o NEW YORK OCEANIC FIR United States   Approx. 0h29m 
o WASHINGTON, D.C. FRZ United States   Approx. 0h07m 

 
/// END OF FLIGHT CIRCUIT /// 
 

                                                        
14 The “Air Defense Identification Zone,” or ADIZ, is a 3,000-square mile area of airspace that spreads out in all directions in a 
circular radius from its epicenter at the Headquarters of the US Department of Defense at the Pentagon in Washington, D.C.  The 
ADIZ is intended as a national security measure that imposes restrictions on all air traffic flying in the vicinity of D.C.  It appears in 
aeronautical data strings along with the waypoint and estimated en route time at which an incoming aircraft enters the ADIZ area of 
coverage. 
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Annex II 
 

N313P: 20-23 September 2003 Flight Circuit 
 
CHRGJ has condensed all the information on departure, destination, route and timing from its analysis of the 
relevant data strings into the tabular format.  For each of the six individual component routes available and 
analyzed this table lists the date(s) of the flight, departure and arrival places and times, the regions of 
international airspace traversed and an approximate number of minutes of overflight time in each: 
 

(i) 20-21 September 2003:  Washington, DC to Prague, Czech Republic 
 depart 22h02m GMT  arrive 06h07m GMT 

 
Flight duration = 8h05m 

 
Airspace Region   Responsible state  Duration of overflight 

 
o DC / NEW YORK FIR  United States   Approx. 0h31m 
o BOSTON FIR   United States   Approx. 0h54m 
o NEW YORK (OCEANIC) FIR United States   Approx. 0h34m 
o MONCTON FIR   Canada    Approx. 0h04m 
o MONTREAL FIR   Canada    Approx. 0h33m 
o GANDER OCEANIC FIR  Canada    Approx. 1h32m 
o SHANWICK OCEANIC FIR United Kingdom  Approx. 1h18m 
o SCOTTISH UIR   United Kingdom  Approx. 0h20m 
o SHANNON UIR   Ireland    Approx. 0h03m 
o LONDON UIR   United Kingdom  Approx. 0h40m 
o AMSTERDAM FIR  Netherlands   Approx. 0h18m 
o HANNOVER UIR   Germany   Approx. 0h09m 
o RHEIN UIR   Germany   Approx. 0h27m 
o PRAHA FIR   Czech Republic  Approx. 0h16m 

 
 

(ii)  21 September 2003:  Prague  to Tashkent, Uzbekistan 
 depart 07h38m GMT  arrive 12h36m GMT 

 
Flight duration = 4h58m 

 
[time spent on the ground in Prague = 1h31m; from 8.07 am to 9.38am local time] 

 
Airspace Region   Responsible state  Duration of overflight 

 
o PRAHA FIR   Czech Republic  Approx. 0h28m 
o WARSZAWA FIR   Poland    Approx. 0h22m 
o L’VIV FIR    Ukraine   Approx. 0h23m 
o KYIV FIR    Ukraine   Approx. 0h27m 
o KHARKIV FIR   Ukraine   Approx. 0h26m 
o ROSTOV-NA-DONU FIR  Russia    Approx. 0h23m 

 
o VOLGOGRAD FIR  Russia    Approx. 0h14m 
o  ASTRAKHAN FIR  Russia    Approx. 0h24m 
o AKTUA FIR   Kazakhstan   Approx. 0h35m 
o NUKUS FIR   Turkmenistan   Approx. 0h38m 
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o SHYMKENT FIR   Kazakhstan   Approx. 0h14m 
o TASHKENT FIR   Uzbekistan   Approx. 0h24m 

 
 

(iii) 22 September 2003:  Kabul, Afghn. to Szymany, Poland 
 depart 13h16m GMT  arrive 19h00m GMT 

 
Flight duration = 5h44m 

 
Airspace Region   Responsible state  Duration of overflight 

 
o KABUL FIR   Afghanistan   Approx. 0h26m 
o SAMARKAND FIR  Uzbekistan   Approx. 0h35m 
o TASHKENT FIR   Uzbekistan   Approx. 0h13m 
o KYZYLORDA FIR  Kazakhstan   Approx. 0h33m 
o ARALSK FIR   Kazakhstan   Approx. 0h20m 
o AKTYUBINSK FIR  Kazakhstan   Approx. 0h37m 
o URALSK FIR   Kazakhstan   Approx. 0h24m 
o SAMARA / KURUMOCH FIR Russia    Approx. 0h21m 
o PENZA FIR   Russia    Approx. 0h24m 
o MOSCOW FIR   Russia    Approx. 0h56m 
o MINSK UIR   Belarus   Approx. 0h26m 
o VILNIUS UIR   Lithuania   Approx. 0h11m 
o WARSZAWA FIR   Poland    Approx. 0h18m 

 
 

(iv) 22-23 September 2003:  Szymany  to Bucharest, Romania 
 depart 19h57m GMT  arrive 21h31m GMT 

 
Flight duration = 1h34m 

 
[time spent on the ground in Szymany = 57m; from 9.00 pm to 9.57 pm local time] 

 
Airspace Region   Responsible state  Duration of overflight 

 
o WARSZAWA FIR   Poland    Approx. 0h35m 
o L’VIV FIR    Ukraine   Approx. 0h22m 
o BUCURESTI FIR   Romania   Approx. 0h37m 
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(v) 22-23 September 2003:  Bucharest   to Rabat, Morocco 
 depart 22h59m GMT  arrive 03h06m GMT 

 
Flight duration = 4h07m 

 
[time spent on the ground in Bucharest = 1h28m; from 12.31 am to 1.59am local time] 

 
Airspace Region   Responsible state  Duration of overflight 

 
o BUCURESTI FIR   Romania   Approx. 0h46m 
o BEOGRAD UIR   Serbia (Yugoslavia)  Approx. 0h14m 
o SARAJEVO UIR   Bosnia    Approx. 0h15m 
o ZAGREB FIR   Croatia    Approx. 0h11m 
o BRINDISI UIR   Italy    Approx. 0h12m 
o ROMA UIR    Italy    Approx. 0h37m 
o FRANCE UIR   France    Approx. 0h22m 
o BARCELONA UIR  Spain    Approx. 0h43m 
o MADRID UIR   Spain    Approx. 0h20m 
o CASABLANCA FIR  Morocco   Approx. 0h27m 

 
 

(vi) 23-24 September 2003:  Rabat   to Guantanamo Bay 
 depart 20h10m GMT  arrive 05h00m GMT 

 
Flight duration = 8h50m 

 
Airspace Region   Responsible state  Duration of overflight 

 
o CASABLANCA FIR  Morocco   Approx. 0h56m 
o LISBOA UIR   Portugal   Approx. 0h24m 
o SANTA MARIA OCEANIC FIR Portugal   Approx. 0h17m 
o CANARIAS UIR   Spain (Canary Islands) Approx. 0h27m 
o SANTA MARIA OCEANIC FIR Portugal   Approx. 1h56m 
o NEW YORK (OCEANIC) FIR United States   Approx. 2h30m 
o SAN JUAN FIR   United States (Puerto Rico) Approx. 1h08m 
o MIAMI (OCEANIC) FIR  United States   Approx. 0h11m 
o SANTO DOMINGO FIR  Dominican Republic  Approx. 0h15m 
o PORT AU PRINCE FIR  Haiti    Approx. 0h20m 
o HABANA FIR   Cuba    Approx. 0h19m 

 
 
/// END OF FLIGHT CIRCUIT /// 
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